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October 17, 2023 via email:mstanton@boilermakers.org

Dear Marty,

| am writing to inform you about an information security incident that occurred in the legacy
BHI Energy’s (BHI) computing environment.

The IT systems of legacy BHI were impermissibly accessed by an outside party. Upon
discovery in late June 2023, BHI's parent company, Westinghouse Electric Company LLC
(Westinghouse), promptly took steps to remove the threat and contain the incident and
initiated a forensic investigation. While the forensic analysis is ongoing, we know that the
incident was isolated and has been contained and the threat removed.

We are committed to meeting our legal, business, and ethical obligations as it relates to this
incident. As we complete our investigation and forensic analysis, we will supplement this
initial notice by transparently reporting additional information to affected stakeholders, and
we will do so in as timely a manner as the process enables.

Westinghouse is carefully working to integrate the legacy BHI network into its IT systems
and operating environment, which will elevate the security of BHI information.
Westinghouse works 24/7 to combat cyber incidents through industry-recognized security
products across its computing networks. Robust processes and tools are led by an expert
team with cross-industry experience in security and deep knowledge of the nuclear industry
and its requirements.

We have identified that some personal information may have been compromised as part of
this incident. As such, we notified federal and local law enforcement authorities and are
notifying state and federal agencies, as required by applicable privacy laws. Any individual
impacted by this incident will be notified directly and provided with a complimentary 24-
month membership to Experian’s® IdentityWorksSM at no cost to the individual. This
product provides identity detection and resolution of identity theft.

Please know that we fully understand how important this is to you. We value our
stakeholders and are committed to protecting confidential and proprietary information.

If you have questions about this incident, please contact me.

Sincerely,

Patrick (Pat) Bocian
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